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1. Originator 2. Log Date: 3. CCR##: 4, Rev: | 5. Tek 6.Am#: | 7. Dept.
Rajesh Dharia q ™M ﬂy 00| ©0-0810| _ |@onozsosss |s204 | Rel Doy
8. CCR Title: install Solaris 2.5.1 Security/PrintlJRE O/S kernel patches in Funct. Lab and string2 machines.
9. Originalor Signature/Date . 10. Class 11. Type: 12. Need Date: 5/22/00
/o‘;f%é Plins. 5/ 7/ Y, TR | con
13. SfHice Ma ger Signature/Date 14. Category of Change: 15. Priority: (If "Emergency”
| . g o0 EDF (RTSC fill in Block 28).

X i A\ 54 ( ) Routine
16. Documéntation/Drawings Impacted: 17. Schedule 18. Cl{s) Affected:
NfA Impact:

N/A

19. Release Affected by this Change: 29. Date due to Customer: | 21. Estimated Cost:
5A. 5B Neone - Under 100K

22_ Source Reference: [ONCR (attach) [ JAction item [ ITech Ref. [ JGSFC [<]Other:
CCmait from ICOTS and Funct lab schedule for testing

23. Problem: (use additional Sheets if necessary)

CERT Security Advisory 99-11, SUN Security Bulletin Articlle 192 for Computing Deskiop Environment {CDE} Vulnerabilities. Three
recommended patches to be installed for Solaris 2.5.1 /S for CDE vulnerabilities. Another patch is required te fix the Print bug
under clearcase. Also, for JRE 1.2 to work, solaris recommends a O/S kernel Patch to be instalied. These patches are listed in
Block 24 and tar file information are provided in the attachment.

24. Proposed Solution: (use additional sheets if necessary)

Install solaris 2.5.1 recemmended security patches (104489-11, 108289-02 and 1082056-01), LP sched pateh for clearcase (103959-
10) and JARE AJavaZ recommended O/S Kernel patch 103640-32) on Functionality lab and string2 machines provided in the
attachment.

USe the tar file provided in the attachment to install these patches. Alsc, verify install instruction provided in the PSR document and
Provide Redlines if _incorrect.

25. Alernate Solution: {use additional sheets if necessary)
N/A

26. Consequences if Change(s) are not approved: (use additional sheets if necessary)
(1) 5B Functionality regression tesiing schedule slip
{2) Backward compatibility with drop 5A and COTS compatibility for JREAJAVAZ delay

27. Justification for Emergency (if Block 15 is “Emergency™):

28. Site(s) Affected: ([JEDF [Jpvc [IvaTe [JEDC [ GSFC [Larc [Onsipc [sMmc [Jak [JJPL
[JEoCc []1DG Test Cell  [XJOther String 2 Functionality lab machines.

29, Board Comments: 30. Work Assigned To: | 31. CCR Closed Date:
RTsC
A
32. EOFSCDV CCB Chair (Sign/Date Disposition@\ppﬂ:om. Disapproved Withdraw Fwd/ESDIS ERB
o foe FWQ/ECS

33. MAC CCB Chair (Sign/Date): Disposition: Approved App/Com. Disapproved Withdraw Fwd/ESDIS ERB
Fwd/ECS

34. ECS CCB Chair (Sign/Date): Disposition: Approved App/Com. Disapproved Withdraw Fwd/ESDIS ERB
Fwd/ESDIS
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ADDITIONAL SHEET

CCR #:00U-05/0Rev: - Originator: Rajesh Dharia
Telephone: xo498 Office: Rel Deviopment

Title of Change: Install Solaris 2.5.1 Security/Print/JRE O/S kernel patches in Funct. Lab and string2 machines.

The compressed tar file contains

Checksurn Block size Filename

HHFLBEAS T 10026080~ sun_security_jre2 _patch_0400.tar
SEFG T jag e i

which Includes the following compressed tar fileg

3984050502 8524944 1036840-32 tar.2

4027461773 633611 103959-10.1ar.Z

1067394766 1446902 104489-11.tar.Z

3158924155 111887 108205-C1.tar.Z

710053223 195917 108289-02.tar.Z

These 5 patches are to be installed on Sun machines in

Functionaiity lab SUN host:
bajoran
cheyenne
delaware
dms1
dss2
dss3
hercules
megara
mss2
pdps1
pdps2
sioux
spredsun
stallion

String2 Functionality lab Sun Machines:

f2acs
f2insQ1
f2plst
{2dis01
f2mss01
f2mss02 ?
{2css01 ?
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